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0 References  

Document SAP reference 
ENGIE Industrial Control System security Framework NA 
Information Security Requirements for Process Control  10010571878 
Security Requirements for Vendors WIB II Report NA – see WWW 

 

1 Introduction  

Industrial control system (ICS) is a general term that encompasses several types of control systems, 
including supervisory control and data acquisition (SCADA) systems, distributed control systems 
(DCS), and other smaller control system configurations such as skid-mounted Programmable Logic 
Controllers (PLC) they are present within Electrabel’s industrial networks and critical infrastructures.  

These control systems are critical to the operation of EBL’s infrastructures that are often highly 
interconnected and mutually dependent systems.  

The purpose of this document is to provide a consolidated overview of the best practice requirements 
for establishing secure industrial control systems (ICS), including supervisory control and data 
acquisition (SCADA) systems, distributed control systems (DCS), and other systems performing a 
combination of IT and control functions.  

 

2  Tasks  

2.1 System criticality qualification process 

Ensures that each industrial control system included in acquisition process has a qualified criticality 
level, obtained through the Electrabel Security Risk Assessment Metholodogy, and thus matched to 
the WIB II compliance level requirements as defined in the table below: 
 

System Criticality Level Corresponding WIB II compliance level 
Criticality level of 9.0 or above Gold level compliance 
Criticality level of 7.0 through 8.99 Silver level compliance 
Criticality level below 7.0 Bronze level compliance 

 

2.2 Acquisition process 

Verifies that contracts for process control systems include the information security requirements and 
that vendors complete the WIB II compliancy matrix for the corresponding compliancy level of the 
system.
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3  Description  

3.1 Products and Services  

A supplier’s process control & automation systems will comply with the above listed set of 
requirements (see Supporting Documents) which provide a combined set of ethical behavior, 
standards and security measures that will ensure infrastructure implementation, maintenance and 
operations.  

ICS Security Compatible solutions contribute in attaining a high degree of security but must be 
supplemented with additional security controls; e.g. adequate work procedures, skills & 
competencies of staff, remote access and general governance and management.  

For obvious practical and organizational reasons, all supplier personnel, and their subcontractors, 
undertake to comply with the security measures and standards used by ELECTRABEL, i.e. to only 
supply software that conforms to these standards and, in developing such software, to only use tools 
and work methods which conform to standards authorized by ELECTRABEL.  

The undisclosed use of standards that do not conform to ELECTRABEL’s standards or which contain 
malware shall be considered a material breach entitling ELECTRABEL to claim compensation from 
the Supplier. 

 

3.2 Supplier Personnel  

Each supplier shall appoint, from amongst its Collaborators assigned to carry out an Order, a Project 
responsible who shall supervise the activities of, and exercise the employer’s authority over his 
Collaborators.  

When the Services are performed, in whole or in part, at the offices of ELECTRABEL, the Supplier's 
Collaborator(s), and their subcontractors, appointed to perform the Services shall at all times comply 
with the internal regulations of ELECTRABEL with respect to safety and well-being at work.  

When the Services are performed, in whole or in part, on computers that are the property of, or 
leased by, ELECTRABEL, and which may or may not be connected to ELECTRABEL's network, the 
CONSULTANT’s Collaborator(s), and their subcontractor(s), appointed to perform the Services shall 
at all times comply with ELECTRABEL’s internal security policies and ICS security requirements. The 
Supplier shall ensure that these documents are communicated to, and carefully respected by, its 
Collaborators. If the Supplier’s Collaborator(s) neglect or in any way violate the rules contained in 
these documents, the Supplier shall be fully liable for any damage that may occur to ELECTRABEL 
as a result thereof.  
 

4  Supporting documents  

 
Process Control Domain Security Requirements for Vendors WIB II Report. 

WIB II compliance matrix to be completed by Industrial Control Systems vendors: 

Microsoft Excel 
97-2003 Worksheet
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5  Verdeling 

5.1 Distribution 

• Purchasing & Warehousing BE:  Sébastien Houart 
• I&C Managers KCD and CNT: Koen Ceulemans, Frédéric Hellas, Arnaud 

Poulain 
• Nuclear Design and Projects: Dimitry Bayart, David Vlaminck 
• Nuclear Assets and support process management: Marnix Van Steenberge, 

Johan Vanormelingen 
• Tractebel Engineering:  
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tables

		Table		PA		BP Objective		Requirements		Certification Level		Comply		Assignee		Supplier Comments 		TE/EBL Comments

		Table 3 Organizational certification requirements		PA01: Prepare and inform personnel		BP.01.01: Requirement recognition and enforcement		BR: The Vendor shall ensure that personnel within its organization, subcontractors, and consultants who are assigned to activities of the Principal have been informed that the Vendor’s BPs contain mandatory requirements for all services or deliverables to the Principal. NOTE Principal includes in Terms and conditions (T& C) for subcontractor and consultant contracts and purchase orders a requirement to adhere to this standard. 		BRONZE

		Table 3 Organizational certification requirements				 		RE(1): Vendor representatives shall enforce the control system security procedures specified in this standard and the Vendor’s applicable security policies during engagement in activities on the Principal’s site.		SILVER

		Table 3 Organizational certification requirements		 		 		RE(2): The Vendor shall have policies and procedures to support an incident response team led by the Principal.		SILVER

		Table 3 Organizational certification requirements						RE(3): The Vendor shall ensure that personnel within its organization, subcontractors, and consultants acknowledge and comply with security policies enforced by the Principal.		GOLD

		Table 3 Organizational certification requirements				BP.01.02: Ensure alignment		BR: The Vendor shall, within its organization, practice and maintain policies, standards and procedures, which are compliant with the requirements specified in this standard. NOTE Alignment is only required for Vendor organizational components which are directly involved in the processes and practices that pertain to the products and services within the scope of this standard. 		BRONZE

		Table 3 Organizational certification requirements						RE(1): The Vendor shall enforce with its subcontractors and consultants policies, standards and procedures, which are compliant with the requirements specified in this standard.		GOLD

		Table 3 Organizational certification requirements				BP.01.03: Protect sensitive documentation		BR: The vendor shall not publish descriptions of the Principal’s control system domain (CSD) systems or architecture as publicly available sources of information without prior risk assessment and approval by the Principal.		BRONZE

		Table 3 Organizational certification requirements				 		RE(1): The Vendor shall enforce with its subcontractors and consultants adherence to all policies and procedures required to protect sensitive documentation.		GOLD

		Table 3 Organizational certification requirements				BP.01.04: Background checks		BR: Before assigned to projects for the Principal, the Vendor should conduct security-related background checks. NOTE   Checks include, but are not limited to, identity verification and criminal record check.		SILVER

		Table 3 Organizational certification requirements				 		RE(1): The Vendor shall enforce with its subcontractors and consultants adherence to all policies and procedures required to performing security-related background checks.		GOLD

		Table 3 Organizational certification requirements				BP.01.05: Competent personnel		BR: The Vendor shall ensure that security leads assigned to the Principal’s projects are competent.		BRONZE

		Table 3 Organizational certification requirements						RE(1): The Vendor shall enforce with its subcontractors and consultants adherence to all security policies and procedures.		GOLD

		Table 3 Organizational certification requirements				BP.01.06: Confidentiality and user agreements		BR: All persons having access to the Principal’s ASD shall sign confidentiality and user agreements (following applicable standards and procedures).		BRONZE

		Table 3 Organizational certification requirements		PA02: Designate a security contact		BP.02.01: Nominate the role		BR: The Vendor shall nominate a control system security focal point in its organization responsible and accountable for the following activities.
1.  Act as liaison with the Principal, as appropriate, about compliance of the Vendor’s system with this standard.
2. Communicate the Vendor’s point-of-view on control system security to the Principal’s staff.
3. Ensure that tenders to the Principal are aligned and in compliance with both this standard and the Vendor’s
internal requirements for control system security.
4. Communicate deviations from, or other issues not conforming with, this standard to the Principal’s
organization requesting the tender.
NOTE   The evidence requirement in the Vendor’s submittal only requires the designation of a focal point for control system security.		BRONZE

		Table 3 Organizational certification requirements		 				RE(1): Provide the Principal with timely information about cybersecurity vulnerabilities in the Vendor’s system and services.		BRONZE

		Table 3 Organizational certification requirements		 				RE(2): Provide timely support and advice to the Principal in the event of cybersecurity incidents involving the Vendor’s system or services.		SILVER						N/A - L3M supplies a simulator not a control system

		Table 3 Organizational certification requirements		PA03: Specify Base Practices		BP.03.01: Standards employed		BR: The Vendor shall provide a list of memberships and the level of membership participation in recognized security standards development working groups or other related process control initiatives.
EXAMPLE The US-CERT ’s IC SJW G, which is a PCS security initiative.		BRONZE

		Table 3 Organizational certification requirements		 				RE(1): The Vendor shall participate in at least one standards working group activity. NOTE   Participation as a corresponding member is acceptable, but the participation should be active, not passive		SILVER

		Table 3 Organizational certification requirements		 		BP.03.02: Security certificates		BR: The Vendor should obtain control system security certificates and shall inform the Principal of any such certificates.
EXAMPLE A reputable company issues communication certificates .		BRONZE

		Table 3 Organizational certification requirements						RE(1): The Vendor should obtain from its subcontractors and consultants control system security certificates and shall inform the Principal of any such certificates.		GOLD

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.01: Document requirements		BR: The Vendor shall document the hardening
requirements for its system in a distributable hardening guide, which includes at least the following.
1. Removal or non-installation of software and
functionality that is not required by the Principal, nor for the intended functional purpose of the system;
email, office applications, games, USB ports, Bluetooth and W i-Fi communications, etc.
2. Physical and logical access to diagnostic and configuration ports protection mechanisms.
3. Disable all unused ports on switches and routers to
assist in preventing unauthorized access to the ASD
network infrastructure.
4. Proper maintenance processes to maintain the
system-hardened state during the system lifetime.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.01: Document requirements		RE(1): The Vendor shall document data flows and
storage points with identification of sensitive information.
NOTE   The Pri nci pal approve s the requ i re ments for sensi ti ve i nfor mati on.
		SILVER

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.01: Document requirements		RE(2): The Vendor shall document the segmentation architecture between the control system domain and other domains; e.g., separation between the
development domain and the control system domain.
NOTE   Thi rd part y se curi ty arc hi tecture revi e ws re qui red by B P.04. 03, a s supported by B P.22. 01, de ter mi n e the a dequacy of separati on b et we en
do mai ns .
		SILVER

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.01: Document requirements		RE(3): The Vendor shall document the data retention capability provided by the Vendor’s system including
data pruning functions, retention timeouts, data purging, etc.
		SILVER

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.01: Document requirements		RE(4): The Vendor shall document the formatting of security extensions provided for servers used in the Vendor’s system.
NOTE   The Mi cro soft W i ndows® ne w te chnol ogy file sy ste m ( NFTS) wi th acces s con trol l i sts and fi l es s yste m jou rnal i ng provi des the n eeded
securi ty strengt h.
		SILVER

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.02: Manage 3rd 
party software
		BR: Throughout the Vendor’s system lifecycle, the Vendor shall document security testing policies and procedures for 3rd  party software integrated into the Vendor’s system.
NOTE   The e vi dence re qui re me nt i s to have pol i ci es and pr ocedure s i n
pl ace. Bro nze l evel c erti fi cati on does no t addres s the effe cti venes s of the i mpl e men tati on of thes e pol i ci es.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.03: Conduct 3rd 
party security
architecture reviews
		BR: The Vendor shall document policies and procedures for 3rd  party security architecture reviews including
security risk assessments.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.03: Conduct 3rd 
party security
architecture reviews
		RE(1): The Vendor shall document policies and
procedures to ensure only those ports and services required for normal and emergency operation are
enabled.
NOTE   It i s acc eptabl e si mpl y to l i st th e enabl ed st atus of por ts an d servi ces re qui red for nor mal a nd e merg ency op erati ons.
		SILVER

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.04: Declaration of trusted interfaces		 BR: The Vendor shall review the Principal’s policies and procedures for declaring external interfaces to the
Vendor’s system as trusted or untrusted.
NOTE   Declaration of trust is used to evaluate compensating security –
see I EC  62443-3-2. 
		BRONZE

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.04: Declaration of trusted interfaces		 RE(1): For interfaces declared to be untrusted, the
Vendor’s system shall provide compensating security to protect the control system.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA04: Harden the system		BP.04.05: Strengthen protocol		BR: The Vendor shall document special procedures to minimize the risk of recognized security weaknesses
inherent in communication protocols.
NOTE   Function codes used to execute programs or state changes are the concern.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA05: Protect from malicious code		BP.05.01: Support anti-virus software		BR: The Vendor’s system shall support use of high-grade commercial anti-virus software.
NOTE   If not appl icable, the Vendor states the reason it is not applicable and addresses the requirement stated in B P.05. 01 R E(1).
		BRONZE

		Table 4 - System capabilities  certification requirements		PA05: Protect from malicious code		BP.05.01: Support anti-virus software		RE(1): Components for which the installation of anti-virus software is not technically possible shall be listed and
other mitigating controls shall be documented and implemented to reduce the risk of infection.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA05: Protect from malicious code		BP.05.02: Proper installation
instructions
		BR: The Vendor shall provide the Principal with
documented instructions for the proper installation, configuration and update of anti-virus software.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA05: Protect from malicious code		BP.05.03: Virus-free equipment		BR: The Vendor shall provide evidence that all
equipment has been checked to be free of malicious code prior to shipment to the Principal.
		SILVER

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.01: Policy documentation		BR: The Vendor shall provide documentation describing the software patching policy for its system.		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.01: Policy documentation		RE(1): The Vendor shall review its patching policy at
least annually to address new threats and vulnerabilities.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.01: Policy documentation		RE(2): The Vendor shall include in their patching policy controls to ensure that patching does not reinstall
software that has been removed for hardening purposes, or change system configuration settings
NOTE   The Vend or des cri bes th e proce ss and tool s u sed to veri fy that patchi ng doe s not rei nstal l soft ware th at has bee n re mov ed, or that syste m confi gura ti on setti ngs have not been cha nged.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.02: Patch qualification		BR: The Vendor shall qualify all relevant software
patches and service packs for use on its system during its supported lifetime, including security patches that are released by the manufacturer of the operating system
and third-party software on their system. The guidelines offered in IEC/TR 62443-2-3 should be followed
		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.02: Patch qualification		RE(1): If  the Vendor considers a security patch not relevant for use on its system, the reason shall be
provided to the Principal.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.02: Patch qualification		RE(2): If the Vendor does not approve a security patch for use on its system, the reason and remediation plan shall be provided to the principal with a description of
how the solution shall be proved within 12 months.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.03: Provide patch list		BR: The Vendor shall maintain and provide secure
access to a list of software patches and service packs relevant to its system, including the approval status of each; i.e., approved, not approved, in test.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.03: Provide patch list		RE(1): For Microsoft software, the Vendor’s on-line patch list shall be in a standardized downloadable format,preferably compatible with Microsoft W indows update services (W SUS) or equivalent.
NOTE   W SUS i s not a requi re ment p er se; i t i s the preferred approa ch. Use o f an e qui val ent sta ndardi zed d o wn l oadabl e for ma t i s ac cepta bl e.
		SILVER

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.04: Prompt patch notification		BR: The Vendor shall inform the Principal about
approved, not approved and not relevant software
patches within 30 days after release by the manufacturer of the software.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.04: Prompt patch notification		RE(1): The Vendor shall ensure that the software patch status notification includes a warning if the application of a patch requires or causes a restart of the system.		SILVER

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.04: Prompt patch notification		RE(2): Vendor approved patches and service packs shall not be redistributed by the Vendor, but shall be made
available to the Principal directly from the manufacturer of the software unless otherwise approved by the
Principal.

		SILVER

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.05: Audit tools		BR: The Vendor should provide tools to audit the current security patch status of the Vendor’s system and provide a list of missing security patches.
NOTE   Tool s i ncl ude an y mean s ( manu al or auto mated) to a udi t the current securi ty p atch stat us.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.06: Patching documentation		BR: The Vendor shall describe the approved patching
procedure and configuration instructions for its system, describing how to perform patching both manually and via a patch management server.
1. W hen using a patch management server,
documentation shall be provided to show how to
configure the Vendor’s system to receive updates.
2. For manual patching using portable media, detailed instructions shall be supplied describing how to
install patches and how to provide patching status reports.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA06: Implement patch
management
		BP.06.06: Patching documentation		RE(1): The Vendor shall describe a recommended roll- out procedure for software patching and upgrading all
parts of its system.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.01: Multiple default passwords		BR: The Vendor’s system shall provide the capability to support default passwords used for system accounts
(such as an administrator’s account) which can be changed by the Principal.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.02: Removable default accounts		BR: The Vendor’s system shall provide the capability to remove or disable unused default system accounts; e.g., Vendor “back-door”, “super-user”, “guest” accounts.		SILVER

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.03: Minimum password strength		BR: The Vendor’s system shall provide the capability to use passwords comprised of at least eight characters in length and consisting of a combination of at least three of the following four character sets: lowercase,
uppercase, numeric digit, and special character (%, #, etc.).
		SILVER

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.04: Password lifetimes and reuse
restrictions
		BR: The Vendor’s system shall provide the capability for the Principal to change passwords [user defined] days
prior to expiration with a default of 30 days.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.04: Password lifetimes and reuse
restrictions
		RE(1): The Vendor’s system shall log and report
unsuccessful login attempts in a timely manner to an interface specified by the Principal.
NOTE   Establ i shi ng the upper b ound o n reporti ng del ay i s a l ocal matter.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.04: Password lifetimes and reuse
restrictions
		RE(2): Except for shared passwords approved by the Principal, the Vendor’s system shall restrict the use of system generated shared passwords.		SILVER

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.04: Password lifetimes and reuse
restrictions
		RE(3): The Vendor’s system shall provide the capability for users to be prompted to change their passwords on their host-based devices to automatically expire every
[user defined] days with a default of 180 days, and
prevent reuse of the three previously used passwords.
		SILVER

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.05:
Persistence of special accounts
		BR: The Vendor’s system shall provide the capability to set service, auto-login, and operator accounts so they
never expire nor be automatically disabled.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.06: Role-based access for network
devices
		BR: The Vendor’s network devices shall provide the capability to enable role-based access features (e.g., separate passwords for administrators and operators).
NOTE   Nor mal l y, n et wor k de vi ces are o nl y acces sed b y ad mi ni strator s,
so onl y one rol e needs to b e defi ned. H o wever, i f the Pri nci pal ’s oper ati ng procedures al l ow acc ess to ne t work dev i ces by ad mi ni strat ors an d other s,
then mul ti pl e rol es need t o be d efi ned.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.06: Role-based access for network
devices		RE(1): The Vendor’s network devices shall provide the capability to encrypt passwords within the network
device.
		SILVER

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.06: Role-based access for network
devices
		RE(2): The Vendor’s system shall provide the capability to enable the use of encryption for administration of
network devices within the control system over Ethernet.
		SILVER

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.06: Role-based access for network
devices		RE(3): W here applicable, the Vendor’s system shall provide the capability to enforce multi-factor access control.
NOTE   Mul ti -factor acce ss control requi re men ts are a l ocal matter defi ned by the Pri nci pal .
		GOLD

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.06: Role-based access for network
devices
		RE(4): W here required, The Vendor’s system shall
provide the capability to enforce two-way authentication of all network traffic.
NOTE   T wo- way authen ti cati on requi re ment s are a l ocal matter defi ned by the Pri nci pal .
		GOLD

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.07: Unified
account management
		BR: The Vendor’s system shall provide the capability to support unified account management to centralize
security policies and to decentralize the execution of the security policies.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.07: Unified
account management
		RE(1): The Vendor’s system shall provide the capability to restrict creation or modification of an account to and
authorized user.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.07: Unified
account management
		RE(2): The Vendor’s system shall proved the capability
to locally manage security accounts in accordance with a centralized security policy.
		SILVER

		Table 4 - System capabilities  certification requirements		PA07: Secure account
management
		BP.07.08: Maintain account logs		BR: The Vendor shall establish methods, processes and procedures that generate logs of sufficient detail to
create historical audit trails of individual account access activity for a minimum of 90 days.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA08: Support
Backup/restore
		BP.08.01: Backup documentation		The Vendor shall describe the recommended backup
strategy and architecture for its system, including but not limited to the following.
1. Provisions for regular backups at intervals which fulfill the data restore and disaster recovery
objectives for the system.
2. Provisions to backup the following types of data:
a. operating system files,
b. applications (including middleware such as an
OPC tunneler),
c. configuration data, database files, d. log files electronic log book,
e. unconventional data types including, but not
limited to network equipment settings, control system controller settings (tuning parameters,
set points, alarm levels),
f. field instrumentation parameters, and g. Microsoft active directory.
3. Provisions to backup other files identified by the Vendor which are required to create a complete backup of the system.
4. Instructions on how to make a full backup of its system using at least one of the following methods:
a. proprietary backup architecture on removable media,
b. single system backup architecture on removable media,
c. distributed backup architecture using a backup system per group of ASD systems located close to these systems in the ASD, or
d. centralized backup architecture using one backup system for the whole ASD at a
convenient location in the ASD.
NOTE   A cen tral i zed back up arc hi tectur e i s reco mmend ed.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA08: Support
Backup/restore
		BP.08.01: Backup documentation		RE(1): The Vendor shall recommend a procedure for verification of successful system backup.		BRONZE

		Table 4 - System capabilities  certification requirements		PA08: Support
Backup/restore
		BP.08.01: Backup documentation		RE(2): The Vendor’s system shall provide the capability to generate and maintain an auditable log of all backup and restore activities.		SILVER

		Table 4 - System capabilities  certification requirements		PA08: Support
Backup/restore
		BP.08.02: Backup process		BR: The Vendor’s system should provide the capability for Principal’s control and automation technicians to restore the system.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA08: Support
Backup/restore
		BP.08.02: Backup process		RE(1): Commensurate with the Principal’s process and procedures, the Vendor shall describe procedures for control and management of removable backup media.
NOTE   Vendor procedur es whi ch are e xtensi ons of th e Pri nci pal ’s
procedures for control and manage me nt of re mov abl e medi a are th e i ssue.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA08: Support
Backup/restore
		BP.08.02: Backup process		RE(2): The Vendor’s system shall provide the capability to restore the system back to a fully functioning system or to a simulation system from any point in the backup
process.
		SILVER

		Table 4 - System capabilities  certification requirements		PA08: Support
Backup/restore
		BP.08.02: Backup process		RE(3): The Vendor’s system shall function normally whilst a backup is in progress.		SILVER

		Table 4 - System capabilities  certification requirements		PA09: Increase
network visibility
		BP.09.01: Security monitoring protocols		BR: The Vendor’s system shall provide the capability to monitor system security using at least one of the
following trap methods:
1. host-base intrusion detection system (HIDS),
2. syslog,
3. W indows management instrumentation (W MI), or
4. simple network management protocol (SNMP).
		BRONZE

		Table 4 - System capabilities  certification requirements		PA09: Increase
network visibility		BP.09.02: Management
information base
		BR: W here applicable for open systems supporting a management information base (MIB), the Vendor shall install and test a MIB for sharing system configuration information and for monitoring system security
performance.
NOTE   Uni t testi ng a nd fa ctory acce pta nce te sti ng (FAT) are su ffi ci ent.
		SILVER

		Table 4 - System capabilities  certification requirements		PA09: Increase
network visibility		BP.09.02: Management
information base		RE(1): Using a industry recognized service, the Vendor’s system shall demonstrate a robust capability to protect against system scans during normal operation		SILVER

		Table 4 - System capabilities  certification requirements		PA10:
Standardize historian
interfaces
		BP.10.01: Historian data collection		BR: The Vendor’s system shall provide the capability to collect historian data using an open standard
communication protocol.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA10:
Standardize historian
interfaces
		BP.10.01: Historian data collection		RE(1): The Vendor shall provide an industry recognized method of for collecting historian data in a secure fashion.
EXA MPLE   OPC unified architecture ( U A), OPC express interface (XI), and secure socket layer ( SSL) Matrikon OPC Tunneler.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA10:
Standardize historian
interfaces
		BP.10.02: Data warehouses		BR: The Vendor’s system shall provide the capability to securely interface to applicable data warehouses which
are part of the Vendor’s system or those provided by the
Principal.
		SILVER

		Table 4 - System capabilities  certification requirements		PA10:
Standardize historian
interfaces
		BP.10.03: Log and event management		BR: The Vendor’s system shall provide the capability to log all state changes.		BRONZE

		Table 4 - System capabilities  certification requirements		PA10:
Standardize historian
interfaces
		BP.10.03: Log and event management		RE(1): The Vendor’s system shall securely report events to an interface defined by the Principal.
NOTE   For e xternal i nterfa ces t o the V endor’s sy ste m, the
co mmu ni cati on proto col and se manti cs of the d ata rep orted, as d efi ned by the Pri nci pal , su pport correl ati on of d at a.
		SILVER

		Table 4 - System capabilities  certification requirements		PA10:
Standardize historian
interfaces
		BP.10.03: Log and event management		RE(2): The Vendor shall notify the Principal in a timely manner of a significant change in Vendor subcontractor or consultant personnel who have digital access to the control system.
NOTE   Acce ss control l i sts ( ACL s) con t ai ni ng personnel acce ss and u se pri vi l eges are updated to re fl ect pers on nel changes .
		SILVER

		Table 4 - System capabilities  certification requirements		PA10:
Standardize historian
interfaces
		BP.10.03: Log and event management		RE(3): The Vendor’s system shall log and report in a timely manner a security compromise detected in its system to an interface specified by the Principal.
NOTE   R eporti ng tim e is a local m atter.
		GOLD

		Table 4 - System capabilities  certification requirements		PA10:
Standardize historian
interfaces
		BP.10.03: Log and event management		RE(4): The Vendor’s system shall securely respond to events in such a manner as to minimize the impact on normal or emergency operations.
NOTE   De ni al of servi ce ( Do S) due to mul ti pl e al ar m bro adcas ts i s a hi gh-pri ori ty concern.
		GOLD

		Table 4 - System capabilities  certification requirements		PA11: Verify operations		BP.11.01: Operator acknowledgement		BR: When changes to operating conditions come from remote or advisory set points,
1. the Vendor’s system shall provide the capability to acknowledge operator action to verify a new set
point or modification of an existing set point, and
2. if not acknowledged, the last approved set point shall be used.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA11: Verify operations		BP.11.01: Operator acknowledgement		RE(1): W hen the new set point is outside the user-
selected range, the Vendor’s system shall provide the capability to generate an alarm, and the new set point shall not be used unless specifically approved by the
operator.
		SILVER

		Table 4 - System capabilities  certification requirements		PA11: Verify operations		BP.11.02: Automated operations		BR: When operation conditions change due to automated operation (those without human intervention), the
Vendor’s system shall provide the capability to log the event and notify the operator in a time manner.
NOTE   R eporti ng tim e is a local m atter.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA12: Connect wirelessly		BP.12.01: Approved standards		BR: Where wireless devices are appropriate, the
Vendor’s system shall provide the capability to use
wireless devices that comply with approved international wireless standards.
EXAMPL E     IEC 625 91, ISO /IEC 88 02- 11, ANSI/ISA 100. 11a
		BRONZE

		Table 4 - System capabilities  certification requirements		PA12: Connect wirelessly		BP.12.01: Approved standards		RE(1): The use of proprietary and non-standard wireless protocols shall not be used unless approved by the
Principal.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA12: Connect wirelessly		BP.12.01: Approved standards		RE(2): Industrial wireless field devices should comply with ISA 100 requirements or with IEC 62591. The use of other devices shall not be used unless approved by the Principal.		BRONZE

		Table 4 - System capabilities  certification requirements		PA12: Connect wirelessly		BP.12.01: Approved standards		RE(3): W ireless devices and systems (including infrared and non-RF) shall comply with approved international,
regional or national standards and regulatory
requirements governing licensing of frequency bands.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA12: Connect wirelessly		BP.12.02:
Configuration methods
		BR: The Vendor’s system should provide the capability for the control system to configure wireless field
instruments in a similar manner used to configure wired field instruments.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA12: Connect wirelessly		BP.12.02:
Configuration methods
		RE(1): The Vendor’s system should provide the
capability to view the latest configuration of a wireless
device used for monitoring and control from the control system.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.01:
Configuration key switch
		BR: The Vendor’s system shall provide the capability to equip each SIS with a key switch to disable the SIS
configuration mode.
		SILVER

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.01:
Configuration key switch
		RE(1): The Vendor’s system shall implement a hardware
(not software) key switch with the provision to remove the key from the switch when in the disable mode.
		SILVER

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.01:
Configuration key switch
		RE(2): An industry recognized independent third-party shall certify that it is not possible to change the
configuration of the SIS when the key switch is in the disable mode.
		GOLD

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.02: Third-party assessment		BR: The Vendor shall have periodic security risk
assessments, performed an industry recognized third- party, on SIS communications between internal and external interfaces of the safety network.
		GOLD

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.03:
Communications integrity
		BR: The Vendor’s system shall hard-wire, or logically separate, connections between the SIS and safety-
related communications (for SIL 1 and above) form other control system networks.		BRONZE

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.04: Layer 3 connections		BR: The Vendor’s SIS shall not have a direct Ethernet connection to Layer 3.		BRONZE

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.04: Layer 3 connections		RE(1): The Vendor’s SIS engineering work station (EW S)
shall only be connected to Layer 3 with a firewall or router that includes an access control list (ACL).
		SILVER

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.05: Distributed Control System (DCS) communications		BR: The Vendor’s system shall not provide data
connection between the DCS and SIS for safety-critical communications.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.06: SIS
Engineering W ork
Station (EW S)
		BR: The Vendor’s SIS EW S shall only be connected to the SIS directly (one-to-one connection) or via Layer 2 using a dedicated gateway.		BRONZE

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.06: SIS
Engineering W ork
Station (EW S)
		RE(1): The Vendor’s SIS EW S shall be restricted to performing SIS functions.		SILVER

		Table 4 - System capabilities  certification requirements		PA13: Fortify SIS
connectivity
		BP.13.06: SIS
Engineering W ork
Station (EW S)
		RE(2): The Vendor’s system shall not allow remote access to the SIS EW S.		SILVER

		Table 4 - System capabilities  certification requirements		PA14: Provide remote access
		BP.14.01: Remote
access applications
		BR: If remote access is required, the Vendor’s system shall provide the capability for remote access using an acceptable remote access protocol implementation.
NOTE   At th e ti me of drafti ng thi s stand ard, the fol l owi ng
i mpl e men tati ons (a t the spe ci fi ed or l ate r versi on) were dee me d accepta bl e:
             Mi croso ft ter mi nal ser vi ces v 5.2 ( RD P),
             Sy man tec p cA ny wh ere v1 0.51,
             Real VN C v4 .0,
             Tea mSoft ware sol uti ons’ publ i c web bro wser v 2.09,
             Ci tri x I CA v9. 151,
             Sun Mi cros yste ms ’ Tar antel l a, or
             NetS upport manager  v10.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA14: Provide remote access
		BP.14.01: Remote
access applications
		RE(1): The Vendor shall provide detailed instructions for installation configuring and operating the selected
access software on the Vendor’s system.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA14: Provide remote access
		BP.14.01: Remote
access applications
		RE(2): The Vendor shall provide adequate information about proposed methods of data transfer between its system and other systems and networks to all the
Principal to assess the risk and approve the method data transfer before it is implemented.
		BRONZE

		Table 4 - System capabilities  certification requirements		PA14: Provide remote access
		BP.14.02: Remote
update applications
		BR: The Vendor’s system shall provide the capability to update firm ware in remote devices in a secure manner with the provision to restrict read/write privileges.
NOTE   Re stri cti ng read / wri te pri vi l eges i s used t o manag e ac cess to a re mot e devi ce .
		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.01: Protect data at rest		BR: The Vendor’s system shall provide the capability to protect selected data residing in any control system
repository from unauthorized access or use.
		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.02: Protect data in transit		BR: The Vendor’s system shall provide the capability to protect selected data in transit over any control system network or interface from unauthorized access or use,
and protect the integrity of the data.
		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		BR: The Vendor’s system shall provide the capability to use encryption keys that provide at least 128 bit
encryption.
		SILVER

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		RE(1): The Vendor’s system shall provide the capability to use strong encryption (W PA2 or AES-256) or use VPN tunnels secured with IPSec or SSL for wireless bridges
used for point-to-point backbone connectivity.
		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		RE(2): The Vendor’s system shall comply with FIPS 140-
2 cryptographic module requirements.
		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		RE(3): W hen applicable, the Vendor’s system shall support the use of ANSI X.509 digital certificates
administered by the Principal.
		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		RE(4): The Vendor’s system shall protect encryption keys and credential secrets (e.g., passwords) at all times, whether at rest or in transit.		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		RE(5): The Vendor’s system shall provide the capability to manage keying material for a central console.
NOTE   Keyi ng mat eri al i ncl udes hard ware devi ces (e.g. , se cure US B
me mor y sti ck s, s mart c ards) a nd cr ypto graphi c key s for acce ss a nd us e control authe nti cati on.
		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		RE(6): The Vendor’s system shall provide the capability to automate all aspects of key exchange process in a
reliable and fault tolerant manner.
		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		RE(7): The Vendor’s system shall provide the capability to manage at least 6 active encryption keys.		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		RE(8): The Vendor’s system shall provide the capability to continue normal data processing during a period when a new definable key is being deployed.		GOLD

		Table 4 - System capabilities  certification requirements		PA15: Protect data
		BP.15.03: Encryption		RE(9): The Vendor’s system shall provide the capability to manage keying material for legacy devices in a
reliable and fault tolerant manner
		GOLD

		Table 5 - System acceptance testing and commisioning certification requirements		PA16: Manage the deployment		BP.16.01: Risk assessment		BR: The Vendor shall conduct a control system security risk assessment at the beginning of the commissioning phase.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): The Vendor shall describe potential security risks and recommended mitigation procedures to the commissioning team during security awareness training.
NOTE 1 Risk assessment at the time of commissioning provi des the Principal a bench mark based on the achieved or as-built security system.
NOTE 2 Risk assessment is performed periodically to assess the achieved or current system security assurance level given the emerging threa ts and degradation in security capability of the installed system. The results of these assessments are used to improve the pre-planned product improvement (P3I) program for the security system.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements				BP.16.02: Inventory register		BR: The Vendor shall document and maintain an inventory register of all components supplied by the Vendor.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): The Vendor shall provide the Principal with documentation describing the as-built and installed equipment connections and configurations; e.g., manufacturing data files, keying management data, Principal’s test files.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.16.03: Temporary account removal		BR: After the completion of  system testing and commissioning, the Vendor’s system shall remove all temporary user accounts used during system testing and commissioning.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				 		RE(1): After completion of system testing and commission, the Vendor’s system shall generate an auditable log showing all temporary accounts have been removed. 
NOTE If not automated so the log is produced by the Vendor’ s system, then the log is produced manuall y, which significantly increase the cost to produce the log and process the log.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.16.04: Network scan		BR: During system testing and commissioning, and upon request by the Principal, the Vendor’s system shall perform a network scan to discover hidden systems or vulnerabilities.
NOTE 1 Where applicable, the net work scan includes all devices with wired and wireless communication interfaces to the control system.
NOTE 2 Net work scans are scheduled in accordance with the Principal’s operating procedures.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): Prior to system testing and commissioning the Vendor shall obtain approval from the Principal for the use of troubleshooting tools prior to being used on the ASD infrastructure		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): Prior to system testing and commissioning the Vendor shall inform the Principal of any adverse effects that hardware or software troubleshooting tools may have on the ASD network performance.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(3): After system testing and commissioning the Vendor shall perform an analysis of the network scan results to confirm that the configuration of communication ports are in compliance with the specifications.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.16.05: Relevant processes		BR: Prior to system testing and commissioning the Vendor’s system shall verify that the Principal’s management of change (MoC) and permit to work (PtW ) processes has been followed for changes involving devices or connections between devices in the ASD.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): During system testing and commissioning the Vendor shall certify that its sanitization process has removed all sensitive information from any part that will be replaced or that the sensitive information have been destroyed.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements				BP.16.06: Timely notification		BR: During system testing and commissioning the Vendor’s system shall demonstrate timely generation, logging and reporting of a simulated security compromise approved by the Principal.
NOTE Generation, logging and reporting time is a local matter .		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements		PA17: Harden the system		BP.17.01: Harden system demonstration		BR: During system testing and commissioning the Vendor’s system shall demonstrate security mechanisms have been installed in accordance with approved procedures. 
NOTE “approved procedures” are defined in the Vendor ’s hardening guide in BP. 04.01 BR .		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				 		RE(1): During system testing and commissioning the Vendor’s system shall verify the following conditions have been successfully completed.
1. Software and functionality that is not required for the intended functional purpose of the system have been removed or not installed unless approved by the Principal ; e.g ., e mail, office applications, games USB ports, Bluetooth, W i -Fi connections.
2. Physical and logical access to diagnostic and configuration ports i s protected .
3. Unused ports on switches and routers have been disabled to prevent unauthorized access to the ASD network infrastructure.
4. If requested by the Pri ncipal , demonstrate that maintenance
processes maintain the system-hardened state duri ng the system lifetime.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.17.02: Firewall use		BR: During system testing and commissioning the Vendor’s system shall verify that the point of connection to a control system network includes a stateful firewall with documented and maintained firewall rules.
NOTE For some, responsibility for maintaining up-to-date fire wall rules and documentation transfers to the Principal prior to system turnover. If this is the case, the Vendor role is, if required, to support verification that firewall rules are up-to-date.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): During system testing and commissioning the Vendor’s system should verify that the point of connection within the control system network between wired and wireless networks is firewalled with documented and maintained firewall rules.
NOTE  For some, responsibility for maintaining up-to-date firewall rules and documentation transfers to the Principal prior to system turnover. If this is the case, the Vendor role is, if required, to support verification that firewall rules are up-to- date.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): During system testing and commissioning the Vendor’s system should verify that the point of connection within the control system network to the SIS is firewalled with documented and maintained firewall 
NOTE For some, responsibility for maintaining up-to-date firewall rules and documentation transfers to the Principal prior to system turnover. If this is the case, the Vendor role is, if required, to support verification that firewall rules are up-to-date.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(3): During system testing and commissioning the Vendor’s system should verify that the point of connection within the control system network to a data warehouse is firewalled with documented and maintained firewall rules.
NOTE For some, responsibility for maintaining up-to-date firewall rules and documentation transfers to the Principal prior to system turnover. If this is the case, the Vendor role is, if required, to support verification that firewall rules are up-to-date.
		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements		PA18: Protect from malicious code		BP.18.01: Quality definition files		BR: Before system testing and commissioning begins, the Vendor shall have approved testing and commissioning procedures which include verification that virus definition files have been properly qualified and approval of the virus definition files have been communicated 
NOTE See BP .05.03 B R.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): Virus definition files shall be released-for- installation by the Vendor as soon as possible, not to exceed 30 days after initial release.
NOTE RE(1) does not require installation within 30 days, only that the files be released for i nstallation within 30 days.		Silver						N/A we supply a standalone system with no AV

		Table 5 - System acceptance testing and commisioning certification requirements				BP.18.02: General anti-virus policy		BR: Prior to system testing and commissioning the Vendor shall update the document describing the configuration of the virus detection software installed on each ASD component of the Vendor’s system.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): W here the installation of anti-virus software is not technically possible, prior to testing and commissioning the Vendor shall update the document describing all components of the Vendor’s system where anti-virus software cannot be installed.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): Prior to testing and commissioning the Vendor shall update the document describing the use of all mitigating features and functions used to reduce the risk of infection.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.18.03: Portable media procedure		BR: The Vendor shall document a procedure for the staff stating that portable media (e.g., laptops and USB storage devices) used by the Vendor for system testing and commissioning of equipment or devices in the ASD are used for this purpose only.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): The Vendor’s portable media procedure shall include instructions to ensure that the portable media is free of malicious code.		SILVER						N/A we supply a standalone system with no AV

		Table 5 - System acceptance testing and commisioning certification requirements				BP.18.04: Anti-virus management		BR: Prior to system testing and commissioning the Vendor shall provide documentation to ensure that the use of correctly installed, configured and up-to-date anti-virus software has been verified.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): Prior to system testing and commissioning the Vendor shall document that the installation of qualified virus definition files have been conducted and the files are current to within 30 days.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.18.05: Anti-virus demonstration		BR: The Vendor’s system shall demonstrate during system acceptance testing that malicious code is detected and correctly handled by the anti-virus software.
NOTE A commonly accepted practice is to use the EICAR test file to document detection and isolation of malicious code.		SILVER						N/A we supply a standalone system with no AV

		Table 5 - System acceptance testing and commisioning certification requirements		PA19: Implement patch management		BP.19.01: Up-to- date systems		BR: For systems maintained by the Vendor, the Vendor shall keep the security patch levels of all ASD Vendor systems current to within 3 months of the security patch being available and qualified.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements		 				RE(1): If the installation of patches requires and outage that can impact operations or impacts performance, the Vendor shall develop and document a mitigation plan subject to approval by the Principal.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): Vendor approved patches shall be approved by the Principal before installed on the Vendor’s system.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements		PA20: Secure account management		BP.20.01: Individual accounts		BR: During system testing and commissioning the Vendor’s system shall demonstrate that invalid login attempts are logged and reported in a timely manner to an interface specified by the Principal.
NOTE Timely reporti ng is a local matter.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements		 		 		RE(1): During system testing and commissioning the Vendor’s system shall demonstrate the capability to create unique user names and passwords		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): Prior to system testing and commissioning the Vendor shall acknowledge receipt of notification that the Principal has verified that individual passwords have not been divulged to other persons and if so, have been changed.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(3): Prior to system testing and commissioning the Vendor shall verify that user names and passwords approved by the Principal to be shared by a Vendor’s service group are correctly logged and maintained.
NOTE Principal approved names and passwords to be shared are owned by a named representative of the Vendor, who is also accountable and responsible for maintaining a log of each individual ’s usage of that account .
		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(4): During system testing and commissioning the Vendor shall acknowledge receipt of notification that the Principal has verified that all users other than operators and service groups have unique individual user names and passwords in those cases where such are generated by the Vendor’s system		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements				BP.20.02: Default passwords		BR: During system testing and commissioning the Vendor’s system shall demonstrate the capability to create and maintain system accounts; e.g., administrator account.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): During system testing and commissioning the Vendor’s system shall demonstrate the capability to restrict the use of default passwords.		SILVER						Standard windows capability

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): During testing and commissioning the Vendor’s system shall demonstrate the capability to change default passwords in accordance with approved timeout requirements		SILVER						Standard windows capability

		Table 5 - System acceptance testing and commisioning certification requirements						RE(3): During system testing and commissioning the Vendor’s system shall demonstrate the capability to Vendor’s system shall demonstrate the capability to remove or disable unused system default accounts; e.g., Vendor “back-door”, “super-user”, “guest” accounts.		SILVER						Standard windows capability

		Table 5 - System acceptance testing and commisioning certification requirements				BP.20.03: Minimum password strength		BR: During system testing and commissioning the Vendors system shall demonstrate and verify that all passwords are comprised of at least 8 characters in length and consist of a combination of at least three of the following four character sets: lowercase, uppercase, numeric digit, and special character (e.g., %, #)		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements				BP.20.04: Password lifetimes and reuse restrictions		BR: During system testing and commissioning the Vendor’s system shall demonstrate that users are prompted to change their passwords [user defined] days prior to expiration with a default of 30 days.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.20.05: Persistence of special accounts		BR: During system testing and commissioning the Vendor’s system shall demonstrate that service, auto-login and operator accounts are configured so they never expire nor become disabled automatically.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.20.06: Role-based access for network devices		BR: During system testing and commissioning the Vendor’s system shall demonstrate that encryption is used during administration of network devices within the ASD over
Ethernet.
		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements				 		RE(1): During system testing and commissioning the Vendor’s system shall demonstrate that network devices have passwords encrypted within the device		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): During system testing and commissioning the Vendor’s system shall demonstrate that network devices are implemented with role-based access; e.g., separate passwords for administrators and operators.		Gold

		Table 5 - System acceptance testing and commisioning certification requirements				BP.20.07: Workstation session lock		BR: During system testing and commissioning the Vendor’s system shall demonstrate and verify that work stations located in areas that are normally unattended have the required authentication and have an active automatic locking and disconnection mechanism.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements		PA21: Support backup/restore		BP.21.01: Regular backups		BR: During system testing and commissioning the Vendor’s system shall perform a backup and verify that the Vendor’s system has regularly backed-up at scheduled intervals which fulfil the data restore and disaster recovery objectives approved by the Principal for the Vendor’s system		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.21.02: Backup demonstration		BR: During system testing and commissioning the Vendor’s system shall demonstrate that it is possible to create a complete backup of their system, and that it is possible to perform disaster recovery by restoring a fully functioning system from this backup.		SILVER						Le MOA pourra déterminer de quel façon il veut procéder

		Table 5 - System acceptance testing and commisioning certification requirements		PA22: Implement the architecture		BP.22.01: Architecture drawings		BR: Prior to system testing and commissioning the system design Vendor, or contractor, shall provide the Principal with logical and physical infrastructure architecture drawings in AutoCAD or Microsoft Visio drawing formats, which verify that the Vendor’s system and components are compliant with the infrastructure architectural requirements specified in this standard.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.22.02: Network layer separation		BR: During system testing and commissioning the Vendor’s system shall verify that the control system network (CSN or layer 3) and the distributed control system (DCS) internal bus (layer 2) are physically separated in a secure fashion.
NOTE A dedicate firewall is preferred, or a dedicate router wi th an access control  list (AC L), or by dual -homing connections without routing between connections (least preferred) are acceptable.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.22.03: Time synchronization		BR: During system testing and commissioning the Vendor’s system shall perform and verify all time-synchronization of the Vendor’s ASD equipment from a secure and accurate source: e.g., via a network time protocol (NTP) server connected to layer 3.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements		PA23: Connect wirelessly		BP.23.01: Service set identifier (SSID)		BR: During system testing and commissioning the Vendor’s system shall demonstrate that unique, location-specific SSIDs are used and verify that all SSIDs are descriptive acronyms which are not easily associated with a Principal’s location.
EXAMPLE   PR INCIPAL_ PLANT is not allowed.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): If services require visibility of the SSID, during system testing and commissioning the Vendor’s system shall verify that the SSID is only sent using a broadcast or multicast message		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): During system testing and commissioning the Vendor’s system shall verify that wireless devices connected to a TCP/IP port use static IP addresses, and dynamic host configuration protocol (DHCP) is disabled.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements				BP.23.02: W ireless device maintenance		BR: During system testing and commissioning the Vendor’s system shall, where applicable, verify that maintenance
and engineering of wireless devices connected to layer 1 or layer 2 are routed through the control system
management work station.
NOTE Direct access to these devices using wireless connections which bypass the DCS is not allowed.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): During system testing and commissioning the Vendor’s system shall verify that remote maintenance and remote engineering of wireless devices connected to layer 3 is only possible via a wired connection through the ASD firewall.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.23.03: Safeguarding functions		BR: During system testing and commissioning the Vendor’s system shall verify that wireless devices are not allowed as an integral part of safeguarding functions (e.g., SIF, IPF, SIL 1 or higher) and that all sensors and final elements are directly wired to the SIS.
NOTE BP.23.03 BR ensures the enforcement of the Principal ’s pol i cy that wireless is not allowed to be used as a communication bus within SIS related processes .
		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): During system testing and commissioning the Vendor shall verify that due to the response time of wireless devices, their use as part of a control loop is approved by the Principal.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				BP.23.04: Secure accounts		BR: During system testing and commissioning the Vendor’s system shall verify that secure user names and passwords are used on all wireless devices, and that manufacturers’ default passwords are changed to locally specified passwords when technically feasible.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): During system testing and commissioning the Vendor’s system shall verify that unused ports provided on wireless devices, such as a RS232 interface for configuration, should be made physically secure or disabled where possible.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements				BP.23.05: Wireless workers and CSAD		BR: During system testing and commissioning the Vendor’s system shall verify that if a worker uses a wireless handheld device as a DCS HMI in the field, then all wireless handheld device connectivity to the office domain shall be routed through the CSAD.		Gold

		Table 5 - System acceptance testing and commisioning certification requirements				BP.23.06: Architecture documentation		BR: Prior to system testing and commissioning the system Vendor shall verify that its system architecture documentation describing wireless systems is up-to-date in its description of the following.
a. Data exchange between layer 1 and wireless instrumentation
b. Data exchange between layer 2 and layer 3 through a secure wireless link.
c. Bridge connecting the layer 3 network using a secure wireless link.
d. Security mechanisms that prevents an intruder from
gaining access to the ASD systems using the wireless system.
e. Security mechanisms that restrict access with the
ASD by workers with handheld wireless devices.
f. W here required, security mechanisms that provides remote management of wireless systems.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements		PA24: Provide remote access		BP.24.01: Remote access documentation		BR: During system testing and commissioning the Vendor’s system shall demonstrate that if remote access is required it is possible to remotely access its system using one of the allowed connectivity applications specified which comply with BP.14.01 requirements.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements				 		RE(1): During system testing and commissioning the Vendor’s system shall verify that if remote Vendor support is to be provided via Internet, then the Principal’s third- party access (TPA) connection using encrypted transmission is used to connect to the Principal’s global infrastructure network from the Internet.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): During system testing and commissioning the Vendor’s system shall verify that modem access to systems in the ASD is used, subject to the following conditions.
a. A TCP/IP network connection is not feasible.
b. The modem used is approved by the Principal.
c. The modem used is physically disconnected when not in use.
NOTE 1 If the Vendor is performing or supporting system testing and commissioning, it is the Vendor ’s responsibility to ensure the modem is physically disconnected when not in use .
NOTE 2 If the Vendor is not performing or supporting system testing and commissioning the responsibility for RE(2) is not applicable to the Vendor .		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements				BP.24.02: Connection approval and review		BR: Prior to system testing and commissioning the Vendor shall verify that all system-to-system connections and user-to-system connections are approved by the principal in accordance with the required review time.
NOTE Required review time is a local matter.		BRONZE

		Table 5 - System acceptance testing and commisioning certification requirements		PA25: Protect data		BP.25.01: Protect data at rest		During system testing and commissioning the Vendor’s system shall verify that access to and use of selected data in control system repositories is adequately protected.
NOTE 1 Adequately protected is a local matter because it depends on the specific sensitivity of the data to be protected.
NOTE 2 Consulting with a protection cyber-expert that is familiar with accepted industry best practices is advisable.
NOTE 3 See PA15 requirements specifying capability to protect data. 
NOTE 4 See PA10 requirements to interface to standard historians and
data warehouses.
		Gold

		Table 5 - System acceptance testing and commisioning certification requirements				BP.25.02: Protect data in transit		BR: During system testing and commissioning the Vendor’s system shall verify that access to and the integrity of selected data in transit with the control system network is adequately protected.
NOTE Selection of data to be protected is a local matter.		Gold

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): During system testing and commissioning the Vendor’s system shall verify that access to and the integrity of selected data in transit between the control system network and external interfaces to the control system is adequately protected.
NOTE Selection of data to be protected is a local matter.		Gold

		Table 5 - System acceptance testing and commisioning certification requirements				BP.25.03: Encryption		BR: During system testing and commissioning the Vendor’s system shall verify that access control lists (ACLs) and authentication methods are implemented to secure the wireless network.		SILVER

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): During system testing and commissioning the Vendor’s system shall verify that for wireless connections the highest feasible of W PA, WPA2 or AES security and encryption is used.		Gold

		Table 5 - System acceptance testing and commisioning certification requirements						RE(2): During system testing and commissioning the Vendor’s system shall verify that encryption or a secure tunnel between wireless devices are used where possible.		Gold

		Table 5 - System acceptance testing and commisioning certification requirements				BP.25.04: Encryption key management		BR: During system testing and commissioning, and when encryption is required, the Vendor’s system shall demonstrate that encryption keys and pre-shared keys input to devices are managed to ensure they are protected and accessible the appropriate permissions.		Gold

		Table 5 - System acceptance testing and commisioning certification requirements						RE(1): During system testing and commissioning the Vendor’s system shall demonstrate automated fault tolerant key material management for a central console.		Gold

		Table 5 - System acceptance testing and commisioning certification requirements				BP.25.05: Digital certificate management		BR: During system testing and commissioning the Vendor’s system shall, when applicable, verify that ANSI X.509 digital certificates administered by the Principal are securely protected		Gold

		Table 6 - Maintenance and support certification requirements

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.01: Risk assessment		BR: Prior to scheduled maintenance testing the Vendor
shall conduct a control system security risk assessment of all Vendor system changes that will be verified in the next maintenance cycle.
NOTE 1   Ri sk a sses s ment perfor med p ri or to each mai nte nance cy cl e i s co mpared t o the basel i ne est abl i shed at the ti me of co mmi ssi oni ng.
NOTE 2     It al so provi des the op portuni ty to establ i sh a n e w b asel i ne i f ne w securi ty me chani s ms have been ad ded t o the s yste m or s ecuri ty me chani s ms have bee n upgrad ed.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.02:
Inventory register
		BR: Prior to scheduled maintenance testing the Vendor shall update the inventory register of all components
supplied by the Vendor.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.03: Temporary
account removal
		BR: After the completion of maintenance testing the
Vendor’s system shall remove all temporary user accounts used during system testing and commissioning.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.03: Temporary
account removal
		RE(1): After completion of maintenance testing the Vendor’s system shall generate an auditable log showing all
temporary accounts have been removed.
NOTE   If not a uto mate d, s o tha t the l og i s produced by the Vendor ’s sys te m, then the l og i s produc ed manu al l y, whi c h si gni fi cantl y i ncrease the co st to
produce t he l og and proce ss t he l og.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.04: Network scan		BR: During maintenance testing, and upon request by the Principal, the Vendor’s system shall perform a network scan to discover hidden systems or vulnerabilities.
NOTE 1   W here applicable, the network scan includes all devices with wired and wireless communication interfaces to the control system.
NOTE 2   Network scans are scheduled in accordance with the Principal ’s operating procedures.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.04: Network scan		RE(1): Prior to maintenance testing the Vendor shall obtain approval from the Principal for the use of troubleshooting
tools prior to being used on the ASD infrastructure
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.04: Network scan		RE(2): Prior to maintenance testing the Vendor shall inform the Principal of any adverse effects that hardware or
software troubleshooting tools may have on the ASD
network performance.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.04: Network scan		RE(3): After scheduled maintenance testing the Vendor shall perform an analysis of the network scan results to
confirm that the configuration of communication ports are in compliance with the specifications.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.05: Relevant
processes
		BR: Prior to scheduled maintenance testing the Vendor’s system shall verify that the Principal’s management of
change (MoC) and permit to work (PtW ) processes has
been followed for changes involving devices or connections between devices in the ASD.
		SILVER

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.05: Relevant
processes
		RE(1): During scheduled maintenance testing the Vendor shall certify that its sanitization process has removed all
sensitive information from any part that will be replaced or that the sensitive information have been destroyed.
		SILVER

		Table 6 - Maintenance and support certification requirements		PA26: Manage the deployment		BP.26.06: Timely notification		BR: During scheduled maintenance testing the Vendor’s system shall demonstrate timely generation, logging and
reporting of a simulated security compromise approved by the Principal.
NOTE   The choi ce of mecha ni s ms for g enerati ng, l oggi ng and r eporti ng ti me i s a l ocal mat ter.
		SILVER

		Table 6 - Maintenance and support certification requirements		PA27: Harden the system		BP.27.01: Harden system
demonstration
		BR: During scheduled maintenance testing the Vendor’s system shall demonstrate that changes to or new security mechanisms have been installed in accordance with
approved procedures.
NOTE   “appro ved pr ocedure s” are defi n ed i n the Vendor ’s h ardeni ng gui de i n
BP .04.01 B R.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA27: Harden the system		BP.27.02: Firewall use		BR: During scheduled maintenance testing the Vendor’s system shall verify that the point of connection to a control system network includes a stateful firewall with documented and maintained firewall rules.
NOTE   For s o me, re sponsi bi l i ty for mai ntai ni ng up-to-date fi re wal l rul es and
docu menta ti on trans fers to the Pri nci pal pri or to sy ste m turnover . If thi s i s the case, the Vendor rol e i s, i f requi red, t o support veri fi cati on that fi re wal l rul es
are up-to-da te.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA27: Harden the system		BP.27.02: Firewall use		RE(1): During scheduled maintenance testing the Vendor’s system should verify that the point of connection within the control system network between wired and wireless
networks is firewalled with documented and maintained firewall rules.
NOTE   For s o me, re sponsi bi l i ty for mai ntai ni ng up-to-date fi re wal l rul es and
docu menta ti on trans fers to the Pri nci pal pri or to sy ste m turnover . If thi s i s the case, the Vendor rol e i s, i f requi red, t o support veri fi cati on that fi re wal l rul es
are up-to-da te.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA27: Harden the system		BP.27.02: Firewall use		RE(2): During scheduled maintenance testing the Vendor’s system should verify that the point of connection within the control system network to the SIS is firewalled with
documented and maintained firewall rules.
NOTE   For s o me, re sponsi bi l i ty for mai ntai ni ng up-to-date fi re wal l rul es and
docu menta ti on trans fers to the Pri nci pal pri or to sy ste m turnover . If thi s i s the case, the Vendor rol e i s, i f requi red, t o support veri fi cati on that fi re wal l rul es
are up-to-da te.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA27: Harden the system		BP.27.02: Firewall use		RE(3): During scheduled maintenance testing the Vendor’s system should verify that the point of connection within the control system network to a data warehouse is firewalled with documented and maintained firewall rules.
NOTE   For s o me, re sponsi bi l i ty for mai ntai ni ng up-to-date fi re wal l rul es and
docu menta ti on trans fers to the Pri nci pal pri or to sy ste m turnover . If thi s i s the case, the Vendor rol e i s, i f requi red, t o support veri fi cati on that fi re wal l rul es
are up-to-da te.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA28: Protect from malicious code		BP.28.01: General anti-virus policy		BR: Prior to scheduled maintenance testing the Vendor
shall update the document describing the configuration of the virus detection software installed on each ASD
component.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA28: Protect from malicious code		BP.28.02:
Portable media procedure
		BR: Prior to schedule maintenance testing the Vendor shall
update documents describing procedures for its staff stating that portable media (e.g., laptops and USB storage devices) used by the Vendor for maintenance of equipment or
devices in the ASD are used for this purpose only.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA28: Protect from malicious code		BP.28.03: Anti-
virus management
		BR: For systems maintained by the Vendor, prior to
scheduled maintenance testing the Vendor shall document changes to the installation of virus definition files approved by the Principal, which are installed by the Vendor.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA29: Implement patch
management
		BP.29.01: Up-to- date systems		BR: For systems maintained by the Vendor, prior to
scheduled maintenance testing the Vendor shall update the security patch levels of all ASD systems to be current within
3 months of the security patch being available and qualified.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA30: Secure account
management
		BP.30.01: Individual accounts		BR: Prior to scheduled maintenance testing, systems
maintained by the Vendor the Vendor shall reconfirm that all users other than operators and service groups have unique individual user names and passwords in cases where such
are generated by the system.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA30: Secure account
management
		BP.30.01: Individual accounts		RE(1): During scheduled maintenance testing the Vendor’s system shall demonstrate that invalid login attempts are logged and reported in a timely manner to an interface specified by the Principal.
NOTE   Ti mel y re porti ng i s a l ocal mat te r.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA30: Secure account
management
		BP.30.02: Minimum
password strength
		BR: For those systems maintained by the Vendor, prior to scheduled maintenance testing the vendor shall re-verify that controls are in place to ensure system passwords are
comprised of at least eight characters in length and consist of a combination of at least three of the following four
character sets: lowercase, uppercase, numeric digit, and special character (%, #, etc.).
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA30: Secure account
management
		BP.30.03:
Password lifetimes and reuse
restrictions
		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that local and domain user account passwords have been configured to automatically expire
every [user defined] days with a default of 180 days.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA30: Secure account
management
		BP.30.03:
Password lifetimes and reuse
restrictions
		RE(1): During scheduled maintenance testing the Vendor’s system shall re-verify that users are prompted to change
their passwords [user defined] days prior to expiration with a default of 30 days.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA30: Secure account
management
		BP.30.03:
Password lifetimes and reuse
restrictions
		RE(2): During scheduled maintenance testing the Vendor’s system shall re-verify that controls prevent system users
from reuse of their last three passwords.
		SILVER

		Table 6 - Maintenance and support certification requirements		PA30: Secure account
management
		BP.30.04:
Persistence of
special accounts
		BR: During scheduled maintenance testing the Vendor’s
system shall re-verify that service, auto-login, and operator accounts never expire or become disabled automatically.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA30: Secure account
management
		BP.30.05: Role-
based access for network devices
		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that network devices retain approved role-based access configurations including encrypted
passwords within the device.
		SILVER

		Table 6 - Maintenance and support certification requirements		PA30: Secure account
management
		BP.30.06:
W orkstation session lock
		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that workstations located in areas that are normally unattended have the required authentication
and have an active automatic locking or disconnection mechanism.
		SILVER

		Table 6 - Maintenance and support certification requirements		PA31: Support backup/restore		BP.31.01: Regular backups		BR: During scheduled maintenance testing the Vendor’s system shall perform a backup and verify that the Vendor’s system has regularly backed-up at scheduled intervals
which fulfil the data restore and disaster recovery objectives for the system.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA31: Support backup/restore		BP.31.02: Backup prior to change
event
		BR: During scheduled maintenance testing the Vendor’s system shall perform a backup and verify that a backup has been completed prior to an engineering change being made to the hardware or software, or prior to installing an
operating system patch or upgrade.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA31: Support backup/restore		BP.31.02: Backup prior to change
event
		RE(1): During scheduled maintenance testing the Vendor’s system shall perform a backup, and verify that before a
backup occurs automatic rollback is not possible.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA31: Support backup/restore		BP.31.03: Backup demonstration		BR: Prior to scheduled maintenance testing the Vendor’s system shall verify that a complete backup of system has been completed, and restoration from this backup is
functioning properly.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA32: Implement the architecture		BP.32.01: Architecture drawings		BR: Prior to schedule maintenance testing the Vendor shall re-verify that logical and physical infrastructure documents have been updated to include any changes and are
compliant with the infrastructure architectural requirements specified in this standard.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA32: Implement the architecture		BP.32.02: Network layer separation		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that the physical network separation requirement remains properly implemented.		BRONZE

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.01: Service set identifier
(SSID)
		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that unique, location specific SSIDs are used.		BRONZE

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.01: Service set identifier
(SSID)
		RE(1): During scheduled maintenance testing the Vendor’s system shall verify that remote maintenance and remote
engineering of wireless devices connected to layer 3 is only possible via a wired connection through the ASD firewall.
NOTE   Di rect ac cess to t hese devi ces usi ng wi rel ess co nnecti ons i s not al l owed.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.02:
W ireless device maintenance
		BR: During scheduled maintenance testing the Vendor’s system shall, where applicable, re-verify that maintenance
and engineering of wireless devices connected to layer 1 or layer 2 are routed through the control system management
work station.
NOTE   Direct access to these devices using wireless connecti ons which bypass the DCS is not al l owed.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.02:
W ireless device maintenance
		RE(1): During scheduled maintenance testing the Vendor’s system shall verify that remote maintenance and remote
engineering of wireless devices connected to layer 3 is only possible via a wired connection through the ASD firewall.
NOTE   Di rect ac cess to t hese devi ces usi ng wi rel ess co nnecti ons i s not al l owed.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.03:
Safeguarding functions
		BR: Prior to scheduled maintenance testing the Vendor shall re-verify that due to the response time of wireless devices, their use as part of a control loop is approved by the Principal.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.03:
Safeguarding functions
		RE(1): Prior to scheduled maintenance testing the Vendor shall re-verify that wireless devices are not allowed as an
integral part of safeguarding functions (e.g., SIF, IPF, SIL 1 or higher) and that all sensors and final elements are
directly wired to the SIS.
NOTE   BP .23.03 BR ensur es th e enfor c e men t of the Pri nci pal ’s pol i cy th at
wi rel ess i s not al l o wed to be used as a co mmu ni cati on bus wi thi n S IS rel ated process es.
		SILVER

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.04: Secure accounts		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that secure user names and
passwords are used on all wireless devices, and that
manufacturers’ default passwords are changed to locally specified passwords when technically feasible.
		SILVER

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.05:
W ireless workers and CSAD
		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that if a worker uses a wireless
handheld device as a DCS HMI in the field, then all wireless handheld device connectivity to the office domain shall be
routed through the CSAD.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.06: Architecture
demonstration
		BR: Prior to scheduled maintenance testing the Vendor shall re-verify that its system architecture documentation describing wireless systems is up-to-date.		BRONZE

		Table 6 - Maintenance and support certification requirements		PA33: Connect wirelessly		BP.33.06: Architecture
demonstration		RE(1): Prior to scheduled maintenance testing the Vendor
shall re-verify that its system plan for the use of frequencies in wireless infrastructures, addressing non-interference and co-existence, is up-to-date and approved by the Principal.
		BRONZE

		Table 6 - Maintenance and support certification requirements		PA34: Provide remote access		BP.34.01: Remote access
demonstration
		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that if remote Vendor support is to be provided via Internet, the Principal’s third-party access (TPA) connection using encrypted transmission is used to
connect to the Principal’s global infrastructure network from the Internet.
		SILVER

		Table 6 - Maintenance and support certification requirements		PA34: Provide remote access		BP.34.02: Connection
approval and review
		BR: Prior to scheduled maintenance testing the Vendor shall re-verify that all system-to-system connections and
user-to-system connections are approved by the Principal in accordance with the required review time.
NOTE   Re qui red revi e w ti me i s a l ocal mat ter.

		BRONZE

		Table 6 - Maintenance and support certification requirements		PA35 Protect data		BP.35.01: Protect data at rest		During scheduled maintenance testing the Vendor’s system shall re-verify that access to and use of selected data in
control system repositories is adequately protected.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA35 Protect data		BP.35.02: Protect data in transit		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that access to and the integrity of selected data in transit with the control system network is adequately protected.
NOTE   Sel ecti on of data to be protec te d i s a l ocal matter.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA35 Protect data		BP.35.02: Protect data in transit		RE(1): During scheduled maintenance testing the Vendor’s system shall re-verify that access to and the integrity of
selected data in transit between the control system network and external interfaces to the control system is adequately
protected.
NOTE   Sel ecti on of data to be protec te d i s a l ocal matter.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA35 Protect data		BP.35.03: Encryption		BR: During scheduled maintenance testing the Vendor’s system shall re-verify that access control lists (ACLs) and authentication methods are implemented to secure the wireless network.		SILVER

		Table 6 - Maintenance and support certification requirements		PA35 Protect data		BP.35.03: Encryption		RE(1): During scheduled maintenance testing the Vendor’s system shall re-verify that for wireless connections, the
highest feasible of W PA, W PA2 or AES security and encryption is used.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA35 Protect data		BP.35.03: Encryption		RE(2): During scheduled maintenance testing the Vendor’s system shall re-verify that encryption or a secure tunnel
between wireless devices are used where possible.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA35 Protect data		BP.35.04:
Encryption key management
		BR: During scheduled maintenance testing, and when
encryption is required, the Vendor’s system shall re-verify that encryption keys and pre-shared keys input to devices are managed to ensure they are protected and accessible the appropriate permissions.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA35 Protect data		BP.35.04:
Encryption key management
		RE(1): During scheduled maintenance testing the Vendor’s system shall re-verify automated fault tolerant key material management process from a central console is performed in accordance with the Principal’s security operating
procedures and practices.
		GOLD

		Table 6 - Maintenance and support certification requirements		PA35 Protect data		BP.35.05: Digital certificate
management
		BR: During scheduled maintenance testing the Vendor’s system shall, when applicable, re-verify that ANSI X.509
digital certificates administered by the Principal are securely protected.
		GOLD





abbreviations

		Abbreviation		Definition

		ASD		automation system domain

		AV		anti-virus

		BP		base practice

		BR		base requirement

		CIP		critical infrastructure program

		COTS		commercial-off-the-shelf

		CSAD		control system access domain

		CSN		control system network

		DCS		distributed control system

		DHCP		dynamic host configuration protocol

		DMZ		demilitarized zone

		DoS		denial of service

		EW S		Engineering W ork Station

		FAT		factory acceptance testing

		FIPS		US federal information processing standard

		HIDS		host-based intrusion detection system

		HMI		human to machine Interface

		HSE		health, safety and environmental

		IACS		industrial automation and control system

		ICMP		internet control message protocol

		ICS		industrial control system

		ICSJW G		Industrial control systems joint working group

		ID		identifier

		IEC		International Electrotechnical Commission

		IEEE		Institute of Electric and Electronic Engineers

		IP		internet protocol

		IPSec		internet protocol security

		ISA		International Society for Automation

		ISO		International Standards Organization

		IT		Information technology

		L1		network level 1 – basic control system

		L2		network level 2 – area supervisory control

		L3		network level 3 – site manufacturing operations

				NOTE   Equi val ent to the control s yste m net wor k (C SN)

		L4		network level 4 – site business planning

				NOTE   Equi val ent to the o ffi ce do mai n

		L5		network level 5 – enterprise

		M		mandatory

		MIB		management Information Base

		MoC		management of change

		MRE		minimum required evidence

		NIST		US National Institute of Standards and Technology

		NTFS		new technology file system

		NTP		network time protocol

		O		optional

		OAGi		open applications group industry

		OD		office domain

		OLE		object linking and embedding

		OPC		OLE for process control

		OPC XI		OPC express interface

		PA		process area

		PAS		process automation system (e.g., ICS, DCS, PLC, etc.)

		PCAD		process control access domain

		PCD		process control domain

		PCN		process control network

		PCS		process control system

		PLC		programmable logic controller

		PtW		permit to work

		Q&A		question and answer

		RDP		remote desktop protocol

				NOTE   U sed b y Mi crosof t ter mi nal servi ces

		RE		requirement enhancement

		RF		radio frequency

		SAT		system acceptance testing

		SIL		safety integrity level

		SIS		safety instrumented system

		SNMP		simple network management protocol

		SLA		service level attainment

		SP		special publication

		SSID		service set identifier

		SSL		secure socket layer

		T&C		terms and conditions

		TCP		transport control protocol

		TPA		third-party access

		UA		unified architecture

		USB		universal serial bus

		US-CERT		United States computer emergency response team

		VPN		virtual private network

		W MI		W indows™ management instrumentation

		W PA		Wi-Fi protected access

				NOTE   W PA2 ha s repl aced W PA





